;:'k\i>e ;i any o 

mem abnu;. indi vidua;s: 
ikabic to ?i.n individual. 
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a- O. 1 1 f o o, s k I p I o p o<m io a 7 >; 

YES. x \ v \ s 



NO [The program will oeed to work with PCLU to devdop/impbraoR 
the oeeewovy iY ; rm«}J 


YES Identify soy .forms, paper or eleotrooky osed to reqoesi muh 
mfwmmkm from ike M»rmukm sokjeei; 
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nssi : rt no cnfit atiic>x/co:nt&0l m a eion us, 

N Ui'kDERfAD 

SSNs ,ue important for other reasons. Describe: 

X The systemrprqiect provides special protection to So Ns te.g.. SSNS are 
encrypted, hidden from dl xssers via a look-up table, or onh avtuhl le to certain 
users). Desorlfee: 

\'t SVXj> 'bueneo too! ox \ x > Oat. v ,e e< „s y v > ,. m < t to 
general public) are stored in i fc oXs are only used on | | lo order to 

identify FBI performs! (including task force officers) who sought access I I 
| | SSNs are only viable to system adm ire orators ami cannot be seen by 

general users Beginning ta 2010, records in | | identify FBI personnel by their Unique 
Employee Identifier it 1 IDs rather than by an S^\ 

It is not feasible for the syssem/projeet to provide special protection to 
SSNs. Explain; 

8. Is tl e sy-sur t ?pernod by contractor' 

X No. 

_Yes. Information systems operated by contractors for the FBI may be 

considered Privacy Act systems of records. The Federal Acquisition Regulation 
contains standard contract clauses that must be included in the event the sy stem 
collects, maintains or disseminates FI I and additional requirements may fee 
imposed as a matter of Department of Justice policy. Consultations with the 
Office of the General Counsel may fee required if a contractor is operating the 
system for the FBI. 

9. >. s e system r xde go* s. (s t ik it on A. Aw cu talk n (C Sl \t A f , 
Security Division (SecD)? 

..NO If my, lodkafe reason; If CM A is pending, provide unfidpafed 

completion date: 

X Yhs If ves, please indicate the following, if known; 

Provide date of last C&A certifleation/re-ecrtifieatioo: 

maimm 

Confidentiality: Low Moderate X High IJndetlord 

Integrity; _Low Moderate _X Jligh Ifndeffemt 

Availability; _Low Moderate X.. High Undefined 

Not applicable tan sy stem is only puoeoNwd 

INMKVi l \ WIU MK'MiAl'KOL MARXINCS, 

IE AFFMOFEIAl'EI 
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YES If yes:, please provide the date and nssse or 
title of tha QN1B sohatdsslom 

11 Does she system co.osh.iei slam roaring as defined in. Section 204 of the 

Implementing Recommendations of the 9/1 I Commission Act of 2007. Pi... 11 Ct- 
11 (cedifled et 12 DSC sCNDeeC); 

X .... NO 

YES If yes, please describe the data aiming fmatiitmi 
!2, Is this s national secstrity system tas dcien.oi.oed by tec SccD}' 7 
X NO .. ... YES 


This is a new system/ project in development. I If ytm checked Ibis block, 
STOP, The FI'A is non complete and alter do Alee opprewdR; shook! he 
submitted to E.BI Ot A /Ft !..t to; fond FBI approval and deierodnatlon It 
FIA entFor other echoes ore reepdredd 


II, !\,\ 7 tV AMI\A SKOI'v In 

1. When was the systemYrolee; developed? | h va , dewjoned in | 

| s v' epee | 1j 

2. Has the aystensprqicot undergone any significant changes since Ap 
X NO |: f on. proceed to next question (II.3). I 


YES If yes, indicate which of the following changes were involved (mark all 
changes that apply, end proside brief explanation lor each marked change): 

A conversion Farm paper-based records to an electronic system. 

p'S SERI" (/1, A S SIFI € A1' I (> N Y X} N T R t. >L St A BRINY Y.. 

If" AFFks/FKIATEI 
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_ A new use chart IT nysUnrn'prnTei, me bud mg application of a new 

technology, that changes how information in identifiable tone is managed. 
(For example., a change that would create a more open environment and/or 
avenue (or exposure oi data that previously did not exist.) 


A change that results in Inform abort in identifiable form being 
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(OGC/PCLU (Rev. 04/01/2011) 


FBI PRIVACY THRESHOLD ANALYSIS (PTA) 

NAME OF SYSTEM / PROJECT: I 


BIKR FBI Unique Asset ID: N/A: Application not required to be listed in BIKR 


Derived From: 

SYSTEM/PROJECT POC 

FBI OGC/PCLU POC 

Classified B\: 

Name: ITS| 1 

Name: AGC| f 

Reason: 

Program Office: 

Phone: | 1 

Declassify On: 

Division: ITSD 

Room Number: 7350 JEH 


Phone:| f 



Room Number: 1514 JEH 



FBI DIVISION INTERM EDIATE APPROVALS [complete as necessary consonant with Division policy] 

1 Program Manager (or other appropriate | Division Privacy Officer 
executive as Division determines) _ 


Program Division: 


Signature: 
Date signed: 
Name: 

Title 


FBIHQ Division: 
Information Technology 
Services Division 
(ITSD) 


Signature: 


Name: 

Title: 


Jmt Chief, Storage Management 


Support Unit (SMSU), ITSD 


Signature: 
Date signed: 



Name: 

Title: 






Signature 



Name: UC|_ 


Title: Unit Chief, Product Assurance 
Management Unit, Information Technology 
Management Division (PAMU/ITMD) 


After all division approvals, forward signed hard copy plus electronic copy to FBI OGC/PCLU (JEH 7350). 

(The FBI Privacy and Civil Liberties Officer’s determinations, conditions, and/or final approval will be recorded on the 
following page.) 


epic.org 


14-06-04-FBI-FOIAl20150318-4th-Production 


EPIC-1026 





f \( | \SS1I IFi) FOR OFFICAL USE ONLY 
FINAL FBI APPROVAL / DETERMINATIONS / CONDITIONS: 


_PIA is required by the E-Govemment Act. 

_PIA is to be completed as a matter of FBI/DOJ discretion. 

Is PIA to be published on FBI.GOV (after any RMD FOIA redactions)? _Yes. _No (indicate reason): 

X PIA is not required for the following reason(s): 

_ X _ System does not collect, maintain, or disseminate PII. 

-System is grandfathered (in existence before 4/17/2003; no later changes posing significant privacy risks). 

_Information in the system relates to internal government operations. 

_System has been previously assessed under an evaluation similar to a PIA. 

_No significant privacy issues (or privacy issues are unchanged) 

X Other (describe):! - - - 


33 


:annot be accessed from 


on_the Secret Enclave. Underlying data contained in the applications 


Applicable SORN(s): __ 

Notify FBI RMD/RIDS per MIOG 190.2.3? _No _Yes-See sample EC on PCLU intranet website here: 

http://home/DO/OGC/LTB/PCLU/PrivacyCivil%20Liberties%20Library/form_for_miogl90-2-3_ec.wpd 

SORN/SORN revision(s) required? _No _Yes (indicate revisions needed): 


Prepare/revise/add Privacy Act (e)(3) statements for related forms? _No _Yes (indicate forms affected): 


RECORDS. The program should consult with RMD to identify/resolve any Federal records/electronic records issues. 
The system may contain Federal records whether or not it contains Privacy Act requests and, in any event, a records 
schedule approved by the National Archives and Records Administration is necessary. RMD can provide advice on this 
_as well as on compliance with r equirements for Electronic Recordkeeping Certification and any necessary updates. 


]unit Chief 


Privacy and Civil Liberties Unit 


James J. Landon, Deputy General Counsel 
FBI Privacy and Civil Liberties Officer 


Signature 
Date Signed) 


Signature: 
Date Signer 


13fe//2~ 


I \c I X S l 1 f 1 IV FOR OFFICAL USE ONLY 
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■ ^ L \ s s I r f 1 I ) FOR OFFICAL USE ONLY 


I. INFORMATION ABOUT THE SYSTEM / PROJECT 

1. Provide a general description of the system or project that includes: (a) name of 
the system/project, including associated acronyms; (b) structure of the 
system/project, including interconnections with other projects or systems; (c) 
purpose of the system/project; (d) nature of the information in the system/project 
and how it will be used; (e) who will have access to the information in the 
system/project; (f) and the manner of transmission to all users. 


The F BI currently utilizes [ 



2. Does the system/project collect, maintain, or disseminate any information about 
individuals (i.e., a human being or natural person, regardless of nationality)? 

—X— NO [If no, STOP. The PTA is now complete and after division approval(s) 

should be submitted to FBI OGC/PCLU for final FBI approval. Unless you are 
otherwise advised, no PIA is required.] 

_YES [If yes, please continue.] 


I \{ i ansi |- | i d FOR OFFICAL USE ONLY 
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FBI PRIVACY THRESHOLD ANALYSIS (FTA) 


NAME OF SYSTEM / PROJECT: | | b7E 


BIRR FBI Unique Asset IB: _ 


fkrhxd Frosn: 

S\*TFM, PROMT FFOC 

1 FBI OGC/PCLU POC 

< hwsiiWii Rv: 

Nan:e|-1 

Name: 



Benson; 

Propraci Office: CIS 

Phone: 



IVcU\dR the 

Division: Di 

Room Number: "350 


i > ;:<;rss::| | 

Avm V.nsKs solo 




mim\ ISION INTERMEDIATE APPROVAL* ieomniQe ns ne censnn consonant *'nh BE Dkm poi»c> j 



f»\ ^'\(> N . >x i Division Privacy Of bee? 

^ v v v v N n Os iete ' nr 

F- emm )r:voi 
; insert division numei 

■< iu&tj&c 1 f S sms lure 

Bute owed: ' 1 Date sinned: 

Name: | Name: 

ride. A 1 -, 11 ' 1 • - 

f Bi.HQ DivAon: 
in \e ' \ s " ' mnne) 

• \ Signature: 

Date signed: | Dak signed: 

ystriv ! Name: 

isdo | o 


\ v ail division app* > .forward signed A a 4 mpy glne i.L\tu oc x ']n to FBI. OOC/PCLIJ (JET! 7350). 

(IIis: FBI Privacy and Civ;; U border OiTicern determiruuions. conditions, andMr fund appro*sj wiii be recorded on the 
'' . g page.) 
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P NSLRT CLASSIFIC'AT! ON/CONTROl, MARKINGS, IF APPMOPIa A'lip 


' % t \ %i LMINXHOA O ' IF! N I v wdl jnpfcted i 

PC ti :f PC M > AbkoN^g Ff A auiouNNsuy 'ICyFTA kmf Cr x b msld skip so ibe oaC page go d 

j PJA A required by Ac b-Cmvcrrmneri; Act 

I PiA S 3 u> be eornpk'-cd as ;; mauer of s BI DOj discretion, 

la Pi A ;o be published on FBLGOV (gjkr my AMD POiA reA;cbor;sD .Yes. .No bndkiAe reason): 

XX FI.A is oo! required for the feilosvmg rsejssoin^s): 



























|!NSERT CLASSDTCATfON/CiONTEOL MARK! ACS, 
IF APPROPRIATE] 


(I) arid the manner of transmission to -all users, | | _ 

b7D 

b7E 


2. Does the syskrrt/projset collect, rnatm&in, or disseminate any information about 
uDnhduals (re , a bunt an being or n a rural person, regardless ofnahonabty/? 

_NO 

.x... YES 

3. Please indicate if krf of the following characteristics apply to the information in the 

w no ' n l > t u N s 

A 2 or 1 ' > h 
(Check ah that apply.) 

.x.The information directly identifies specific individuals. 

. S 1 V n\s < at i n v i , ' Y m.J i u\,o o m fo u < , >>h ii 

to indirectly identify specific individuals. 

.\ 5 v ' » oi \<i < v ^ ' v 2 \ ut s -i \ t ,, '' ' , * „ r 

is linked or linkable to aneeific individuals). 

If yon marked my of the above, proceed to Question 4. 

None of the above. If none of the above, describe why the information does not 

vv V v S, V \ Sfo i v) U y IS*, t ' 

STOP here after providing the requested description.) 

4. Does the system/project pertain only to go vent men t employees, contractors, or 
nous el touts? 

.x.NO .YES 


5. Is information about United States w Exerts or .bnv.fu.lly admitted permanent resident 
aliens retrieved from die sysiem/prqieot by name or other personal identifier? 

.NO. ft'f ms, skip to question ?.) 

.x_YES. I if yes, proceed to the next question.] 

f INSERT CLASSIEfCAI ION/CON FEOL MARKINGS, 

IF APPROPRIATE] 
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{INSERT O, A S SIF 1C AT I ON/CONTRO l , MARKINGS, 
0- APPROPRIATE] 


6. Does the sysftsm/project collect any information directly from the person who is the 
subject of the information? 

_ x_ NO |If ao, proceed t» question 7,] 

.YES 


a. Docs the system/project support criminal, CT, or FCI investigations or 
assessments'? 

NO 

_YES [If yes, proceed to question ?«| 


b. Are subjects of in.form at.ton from whom the information is directly collected 
provided a written Privacy Act fe}(3) statement (either on the collection form or via a 
separate notice}? 

NO (The program will need to work with, PQLiT to develop/impiement 
ilm necessary fomt(s);| 

YES Identify any forms, paper or electronic, used to request such 
Information from the mfortmrtiun subject: 

7, Ate n< nd Sc osu> Numlvto tSv\s> eePectod, no: nmcfo o< di^e:ric,ntd note da 
v t, k t i\^ N v .(Uit I he ed uk« to tt ! i' L 'm u 

_NO .YES (This.is ah option). 


.x.SSNs are necessary to esfabiisfe/conflrnt foe Identity of sohjccts, victims, 

w tncrscs or sources m frw ho eoftoccmem or intelligence auto ity. 


.SSNs are necessary to identify FBI. personnel in this internal administrative 

s> stent, 

.SSNs are important for other reasons. Describe; 

.'The system/project provides special protection to SSNs (e.g., SSNs are 

:<p ~ o fu ( r ic uti i sc s s. a aloof- pun , e~o h o,h d> t'UC! i 
users). Describe: 


ENFEkYCiLAhSlFR ,VnON/CONTMOLMA!fKlMiS> 
IF APPROPRIATE} 
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1INSKHT CLASSrFICATK>N7CONTROL MARKINGS, 

IF APPROPRIATE! 

it is not feasible lor the sysiem/projec; io provide special projection to 
t'vefem 

S. Is the sy.ste.oi operated by a contractor? 

.x.No. 

_.Yes. In formation systems operated by contractors for the FBI may he 

o i" o * U' ' un \» \s" v. 5- Oi e> v\ I w ! civ >1 \ee,<">n Ce t ' o 
contains standard contract clauses that must be Included in the event the system 

V > \ 50 0 V \ l h W> d M Hv i » V! ^ 

Imposed as a matter of Department of Justice policy. Consultations with the 
Office of the General Counsel may be requir ed if a contractor is operati on the 
system for the FBI, 

9. Has the system undergone Cerbfkadon fe Accreditation (CNA> by the FBI 

N V, X ' s \ 0«' <\ 

.x.NO U oo. Indicate re ason; It €& A Is pending, provide amidpamd 

completion dote: | 

f | and no separate C&.A Is required. 

.. YFS If yes, please Indicate the following, if known:: 

Provide dote ofInst CfeA eerflieafioo/re-cerblleafino; 


Conlkleotfebty:... 

...Boxy 

Moderate 

Bight _ 

IJtMlefloed 

Integrity:; 

_Low 

Moderate 

...High ... 

...flsdcfltiod 

Availability; 

Low 

Moderate.... 

... High.... 

...ffedafioM 


Not applicable - this system is only pipes'-based. 


jlNSCRT €I,ASS1FICATIQN/CONTROL MARKINGS, 
IF APPROPRIATE! 
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IbbERIO \WHl G 

W APPROPRIATE:! 

10, Is this systm/projeci tbs subject of an OMB-300 budget submission? 
x NO 


YES if yes, please provide the date and name or 
dde of tfo i OIB submivnow 

If , Does the system conduct data mining as defined in Section 804 of the. 

Implementing Recommendations of the 9/11 Commission Act of 2007, P.L, 110- 
W da fo'foa at 48 l SC ?vfokr~N 7 
.. x.. NO 

Y ES If yes, please describe the data mining function; 

12. R t re a ram. i seu !i\ us'C' .cmnrdbx K Sc ~*N 
x.NO .YES 


Status of System/ Project: 

x This is a new system/ project in development. (If you checked this block. 
STOP, 'Use FT A is now complete and after division approvals) a tumid he 
submitted to FBI OGC/.-TCLIJ for final FBI approval and determination If 
f!A and/or other actions are required,] 


II EXISTING SYSTEMS / PROJECTS 

1, When was die systerrdproject developed? 

2. Has the system/project undergone any significant changes since April 17, 2003? 
_ NO [ 0 * 00 , proceed to next question (03),] 


8 1 '-vs u ok x ml o ’ emlow? a i \ ' s > ,r lu ' ^nmrk .0 
changes that apply, and provide brief explanation for each marked change); 

A conversion from paper-based records to an electronic- system. 

A change from information in a format that is anonymous or non- 
> *- : feu? is j x n meet'i Ale o am ufom. dwn _ 

A new use of an O' system/project, including application of a new 
technology, that changes how information in identifiable form is managed 


(INSERT CLASS!FICATION/CONTROI- MARKINGS, 
IP APPROPRIATE) 
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|INSERT a...ASSinCATiON7a>NTROL MARK]NNS. 
INAPPROPRIATE] 

(For example, a change (hat would create a more open environment and/or 
avenue for exposure of data that previously did not exist.) 

A change that results in irsfonuahon lu identifiable form being 
merged, eentralrvd. or rnatehed wnh edict databases. 

_A new method of .infomheat.ng dm use fo ana access ?$< 

a lo'i no t < > cm ‘fieo\ o n ^ 1, tbe,* cl vho o.m k 

_A systematic incorporation of databases of information in 

identifiable form purchased or obtained from commercial or public sources. 

__ A new interagency use or shared agency function that results tn 

■.newuses or exchanges of information in identifiable fern., 

_ A change that results in a nev' use or disclosure of intbrtnafion m 

identifiable form. 

________ s st aiiu'Mcm t oh ma,mt s <k n tabc 

form being added into the syste-m/projeet. 

Changes de not involve a change in the type of records maintained, 
de tk ' Imm mwiot wOto« cm rat u<n ^ o tU t w ot 
dissemination el ntlh'-talton firnt the system ntoiect 

Other f .Provide brief explanation! j 

3. Does a PI A for this systern/prqject already exist? 

.NO .d'ES 


a. Provide date/title of the PI A: 

1\ Has die sysi nr'project undergone <tn> sigmfieara changes since the ?I v l 



* P ' \ ts i tv t. t" pts.t' nut fit duiso i v \ fos, A.nila s ibn t f wo 
fit! OGC/PQJJ for tidal FBI apprimil and determination If PM and/or other 
a cf Io.oo are required, | 


I INSERT CLASSIFIC'ATJOM/CONTROI.. VI ARK INNS. 
INAPPROPRIATE} 
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FEDERAL BUREAU OF INVESTIGATION 
FOI/PA 

DELETED PAGE INFORMATION SHEET 
FOI/PA# 1272295-0 

Total Deleted Page(s) = 1 
Page 4 ~ b3; b7E; 


XXXXXXXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X For this Page X 
XXXXXXXXXXXXXXXXXXXXXXXX 
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'OGC: 




FBI PRIVACY THRESHOLD ANALYSIS (FTA) 

NAME OF SYSTEM /PROJECT: | ~ 

BIKE mi inique Asset ID: 2009-037-01-P-i i3-2Q4-9999 


b3 

b7E 



! SYS'i E.M7FRO,IECT FOC 

FBI OCC/PCLE FOC 


! Name | | 

Name:| 1 


Program Office: | | 

Phone :| 1 


i Division: CTD 

Room Member: JEM, 7350 


Phone: | [ 

Room Number: JEH/LX 3S-440 



FBI DIVISION iNTF.RMEI.il All APPROV UA 


□ 


Program Manager (or other approprlsie 


executive 


Program Dromon Signature 



Xamc;|_ 


A j s' 1 , - 


Division F 


Signature: 

Date s igned: A- /A,// 
N ame: C 


1 BUbQ Division; 

CIO 

Signature: | \ - -- 

Dale signed: t/&>///* 

Signature: 

Date signed: // tfh< 

We[_I_| 

Name. 1 | " 

Inie; Assistant Section Chief 

Title: rind UNI- 1 

: FBI HQ Division: 

CPD 

S i g n at a reF?.,; ; gv.^. ANN AS. 

Date signed: 3 - e G &&W 

Name: Michael A. Clancy 



b7C 

b7E 


After ad dhisiau approvals. forward signed hard copy plus eietdroak‘ «#py in FBI OGC/PCLIi (<IEH 7350). 

I Ik FBI PrO nev and O' ivii I IheMes ORRcr's determinations. conditions, and or final approval MO be recorded on One 
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I Ml AARHJ-JN'KOR or-k hi l M' om > 


H.NAI M?i UHllOXAi tU iHRA kMAGniObm 


HA k to be completed as a matter of FBl ; DOi discretion. 

) > r > vO i >iu u\ M )l '!R < s M's N \ K i 

| | s\ ' So\" A o>stem arviSsMd rotK p\hMico 

f' \ ,-:vi\^\\v > 'be ..o k"- "y' s s 

__ h V \ s s\\ O C -\ v ' s \ ' x ' 

v ' ' ' \ v. Ik s V. \ R 5 4 'V' V- ssOpsA VN \ „ v W 

X" ^ to Re \v\ff skates % ' s \ v < ' x 

V -v S.V <. S i \ 

.No ^i' pnvaoy issues (or privacy issues are ortebarsged), 

()P;ur ftk-soikb 


\ v orsORs v i to ! a ^sv» 


\< yFB KM Ms v>s > Mlt'* Nm d " 


NORBbOM 


No \ M y_\ s. r y s i * << i ,1 n\»'o s s uK r Rk' 


bop borne Govt Rn t\M HR'1 BN Pi. i f' Rrvac' -. Vos RR shelves' -NO', ih,io So too v: roue - d'-No ec opl 
SOR'N/SORK icYH-onl's) required? \_No _ v i\\-n \ ' - > 


FsopatMxMsekdd Pnva cy Act (e}G) statements tc. related forms? X No 


Vos (indicate forms ariected): 


RI fORGS. Ike pieces; sboeM soask? v eb Tfb > r shoot-ts e-rove a"- Fedora; i smos osasttome !V\e;ds \ eu- 
The system may contain Federal records Mteiher or not it con&ms Bs - Act roq>*p\ \ aod 5 s ary event, a records 
o-he shoe a"vr,'\ed o the \ai\v\. .Vvboo-and Kocov.s V ; i -*v t - s v— , >' s v io kr to A c< -. 

neb O' -.m o-rr- oooe v.o - hy.'.reroco;- - R bke ooo.e Uo 1 s.e h d\ >s. > orb c - \ ■ uv ; •. - 


Other: 


» c t -I \ -a D Os r-Os I - sHt -s' S r " re f ..? 

a FBI Fo s yORoy XuyS _ 




I Na,AbSII-fEI> FOR OFFN IAL1JBEONI. 
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ENCLASSI*I&I>//POR OFFICIAL USE DiUV 

t INFORMATION ABOUT THE SYSTEM / PROJECT 

1, Prpass general description, ©f the system or project that includes: (a) same < 
t he system/project, Including associated acronyms; <i>) structure of the 
system/projeet, including interconnections with other projects or s* stems; (c> 
purpose of the system/project; (d) nature of the information In the sysiem/prnjeet 
and how It will ie used; (e) who will have access to the information in the 
svstem/pruject; if) and the manner of transmission to ail users. 



























X Yes. Irdonnaiion systems operated by contractors for the FIX may he 
considered .Privacy Act systems of records. The Federal Acquisition Regulation 
contains standard contract clauses that must he included in the event the system 

t > v i <!-ra^v. Ihl .x > o o 1 v , ra ! ' - ^ 

imposed as a matter of Department of Justice policy. Consultations with the 
Office of the General Counsel may bo required if a contractor is operating the 
system for the FBI. 

Das the system 'undergone Certification X. Accreditation (Cm A] by the FBI 
S ee uri ty DI vi s i on {$ eel)} ? 

NO If rug Indicate .reason; if €&A is pending, prmddc mkkipaied 
completion date: 

X YES If yes, please indicate the following. If known: 

Rrovkle dale of last. C&A cerfificstion/rc-eortiOcationt 
October .3d, 2010 

Conflden tiaki.y; I .ow Moderate ...K High IJ a defined 

Integrity: _.Low X Moderate High Undefined 

Availability: .Low X Moderate High Undefined 

.Not applicable - this system is only paper-based. 

Is this s ysuw For ppm: the subject of an OMB-300 budget submission? 

.X.NO 

.TBS If yes, plense provide the date and name m 

title of the OMR submission: 

Does the system conduct data mining as defined in Section 004 of the 
Implementing Recommendations of the 0/11 Commission Act of 2007, P.L. 110- 
53 modified at 42 USD sOOOeew)? 


lives, please describe the data mining fa art fra: 
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UNCLASSIFfFI)//!'OR OFFICIAL I FF ONLY 
Ls this a national security system (as determined by the Sec'Dj? 



IF. EXISTING SYSTEMS / PROJECTS 



A .new use of an IT syslem/project, including application ofa new 


technology, that changes how information in identifiable form is managed. 
(For example, a change: that would create a more open environment and/or 
avenue lb; exposure of data that previously did not const.) 



new urea or exchanges of information in identifiable form 
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iACLAShlFiEREEOR OFF!OAL USE ONi,V 



Change do act involve a change in the type of records nmirnaiued. 


the individuals on whom records arc maintained, or the use or 
dissert: • nation of unbrrnas.ioo from the syatorn/projeot. 
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O' V 'Kv"' , v s , 
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^ PlA is required by the P Ciovoraonna Ac*. 
PI A is in he vonipieteb as s master oi Field 



bysiem does aos colken srsainsam. or disseminate PI;. 

System is grand Cohered (m existence be lore 4C?CCK>3; no bner changes posing .sign in earn privacy risk 
kb- amain m is the s> s-cm -vines to interred gov eminent operabons, 
by stern Pas been previonsly assessed onder an evainaooo vnnbar to a PlA. 
do slgrefkasd privacy -senes to; private issoes ass' am hangedy 



I RECORDS, 11 is program should commit svrth CMC r • idenniS s co-ois c so;.. I edenb reuotAvkeU'nm-.: records issue? 
i The sysien; may contain Federal records scheme r or met ;t c- -noons Ida vary Act requests and. as any event, a ivsoreA 
I schedule approved hy the Aadomd Archives ami Records Administration is necessary. RAID can provide advice on t 
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INFORMATIONS 


!, Providea general description of fhe system or project that meiudes: (a) memo »• 
vk«\\v, u k s) N sv s -m htrmyfm; (t»> s « ee h s 
\\\ ' ' v 'v ^ v y v s with other projects or systems; <e) 

purpose of the syrtem/p rejects (dt mmrre of the btfonoasknt hi the system/projeet 
and how if will be owoll &) who will lows access to the iofommion kt the 
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_'NO lit w\ STOP. tkl FT.4 is mm zomphrt* and after tBviskm appro* aha 

ameM v \ to FBI (MXifCLV for final FBI. approval. Unless ym are 

n&«.nsHs advised. no I s 1.4 Is regofoed.| 

XX_YES flfyes, please c<nst«t«*,J 

' Please Indicate if any of the following characteristics apply to ! vm in foe 

system about hfoividoais: Bear In mind that fog-on information may identify or be 
hoi able to an .individual. 
lOhe'J all mm fopfo ■ 

\\ * mm s on. fo X;tp J . ^ » 

_ The information - intended to be used, m on with other data elements, 

mindihwoy IdefoiU spec Ho individuals 

...XX_I be etimm a'On am be nmd m y ' tifon fo *" toe. ' e wdn sfoYN foam ,\ me . h 

is linked or linkable to specuk individuals). 

If ym marked my off hr above, proceed to Question 4 

_ \ona Ui the .food d none m .he arc* e cow nbe wh^ "he ‘n;>w! e on mv\ mu 

identify speelbe individuals either directly or indirectly. [If yon cheeked this Item, 
STOP Fere after providing the resumed deserl|.uion.j 

4. \w v. ' mo v\vv 4 * mwem ^ i o 

eonsultams? 

...XX.NO .YES 


5. is Information about United States admens or lawfully admitted permanent resident 
iIon a * >. ' e * ' of' „ m ^ K 

.NO, [If no, skip to i|uesifon ?,f 


I lf no, proceed to gnestfoo ?,} 
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NO Oise program will need os eork with FCLC in develop/impiement 
the neeosan fbrnPth,} 

XX _ YES Mentdy sots forms, paper or deetronk, used to reptserd $«tii 
information from tbe infarmahon snbjee*: 

si disseminated Inom the 
h;nked instance*. 


7. Are Social See uni 


or.md administratim 


be helps ai o> a oh applicant information 
BPM-S at a Si kfoatitkrs in order so see '-• 


other reasosss. Describe: The last roar digits will 
. so employee mformaoon * as the SSN .is used m 
shetber VC [A; are an eflecbve recrahme.m tool. 


encrypted, hidden Iron; all users via a look-up table, or only available to certain 
loess}. Describe; Access to the last four digits only vdU he restricted to HRD 
personnel working on the VCE. 
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a. Pres kfe sJAte/PPe of the PI A; 

fThe fl'A A ssa es>mplete ,sed aAvt drvsskm AAprys.»hs; shook! be .submitted to 
FBI OCAJ/PC'LC fur flee; FBI spot'evA uod de;ero;h;AhoA APIA oosPer other 
eefiosss ere respired.! 
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